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1 RISK MANAGEMENT PLAN

For the design of the Low-Power WEC, a Failure Modes, Effects, and Criticality Analysis (FMECA) will
be performed to systematically identify all potential failure modes and their effects on the system. This
analysis is incorporated early in the development cycle such that the mitigation of the identified failure
modes can be achieved cost effectively and efficiently. The FMECA can begin once there is enough detail
to functions and failure modes of a given system, and its interfaces with other systems. The FMECA occurs
coincidently with the design process and is an iterative process which allows for design changes to
overcome deficiencies in the analysis. The process is performed by a team of experts qualified to estimate
the expected occurrence, magnitude and consequences of failure modes and design inadequacies. The
collaborative team effort stimulates the thought process and ensures a thorough analysis for each system,
failure mode, and operating mode. The areas of design expertise may include electrical engineering,
mechanical engineering, controls engineering, systems engineering, software engineering, naval
architecture, industrial manufacturing engineering, environmental engineering and maintenance operations
support.

Columbia Power has adopted an FMECA plan tailored to meet the specific needs of the design, build,
manufacturing, deployment, commissioning, and operation of the Low-Power WEC. The FMECA
methodology described below follows IEC 60812 [1]. Additional guidance was taken
from [2]-[4]. Furthermore, this Risk Management Plan is in compliance with the Risk Management
Framework developed by the National Renewable Energy Laboratory [5].

1.1  Analysis Procedure and Expected Results

The FMECA follows a four-step process of identification, evaluation, classification, and determination of
criticality as follows:

a) Comprehensive identification of potential failures modes which would have undesirable effects.
Failures are detailed with respect to the systems functional hierarchy.

b) Evaluation of the likely cause(s) for each identified failure mode, as well as the effect. Unique
combinations of failure mode and failure cause are registered and analyzed separately, as both the
expected rate of occurrence and recommended actions to mitigate the risk will generally be
different.

c) Classification of the registered risk item with regards to severity and probability of occurrence.
Engineering design and preventative detection that reduces the likelihood of failure is considered
in assigning an occurrence rating. Logistics and assets required for repair are considered in
assigning severity ratings.

d) Determinations of the risk ranking of each registered risk item. Rankings are determined separately
for each of the four severity classes: human safety, environment, WEC operations and assets.

Results from the analysis allow for improvements in reliability and reduction of risk as follows:

a) Allow for external experts to review and assist with risk assessment of the WEC system.

b) Allow for system desigh improvements to increase system reliability, maintainability and safety.

c) Allow for design improvements which enhance the maintenance, repair and operation (MRO) of
system.

d) Ensure that the systems satisfy the project milestone requirements and system engineering design
requirements.

1.2 Scope of FMECA

The FMECA covers the major WEC system, subsystems, and auxiliary system categories which support
the function and performance of the WEC; this includes both the technology (e.g. power-take-off) and the
project as a whole (e.g. permitting). The FMECA begins with the establishment of the rules for the analysis

Protected Rights Data. Use, reproduction, or disclosure is subject to the restrictions in Award No.
DE-EE0008627 with the U.S. Department of Energy until July 18, 2024. Business Sensitive Information.



process as described in this document. The process includes executing the FMECA worksheets coincidently
with the design process. The FMECA worksheets are used to record the results of the analysis. The results
are reviewed and analyzed by the design team in an iterative process which is summarized in the design
report with conclusions and recommendations. As the design development activities progress the FMECA
is updated accordingly.

1.3 Description of Project Support

The FMECA for the WEC system supports the design process and design conclusion for each component,
subsystem and system. The analysis allows a broad range of experts to review the risk implications of
system design with respect to the success of the project. The iterative process allows for early identification
of costly design deficiencies. The layered FMECA process helps identify unacceptable design combinations
which could result in negative operational effects. FMECA conclusions will identify if there is a need for
better component selection or redundancy, leading to improved design revisions. The analysis of the
detection methods and diagnostics ensures that failures can be properly detected, and corrective measures
are made.

1.4 Revisions, Scheduling, and Document Control

Revisions will be performed as part of the design review process. During the design process, the risk
spreadsheet is updated by the system owner for each major design change. The system owner is responsible
for completing the FMECA and presenting it during the design review where the FMECA worksheet and
the design are reviewed. Revisions are tracked by the system owner.

All systems are regularly reviewed to establish focus groups to reduce highest risk areas. The orchestration
of the overall WEC FMECA program is performed by the system owner of the risk management plan.

1.5 Identification, Mitigation, and Closure of Action Items

The FMECA worksheet is designed to establish an accurate risk ranking system which allows for the cross
comparison and sorting of items in the risk register. The worksheet collects the risk details and is used to
rank them into one of three risk status level for each risk; tolerable, undesirable and intolerable. For
brevity’s sake, these are sometimes referred to as low, med (medium) and high. Intolerable risks are not
acceptable, and the design is iterated until a reduced status is established. Undesirable risk items require
consideration of engineering actions that would reduce risk; when considering tradeoffs between increased
cost/complexity and reduced risk, it may be justifiable to accept an undesirable risk item. A risk
classification of tolerable does not require any further engineering action. Engineering actions
recommended to mitigate risk are recorded in the worksheet, as are actions taken along with updated
occurrence, severity and risk rankings. Once a tolerable or undesirable risk is finally accepted, the status of
the registered risk item is changed from open to closed.

1.6 Risk Management Process Overview

The following sections are a general overview of the process of performing risk analysis for the Project.
The risk analysis is an iterative process which progresses with the design maturity.

I. Risk Analysis Process Review

The methodology used for FMECA risk analysis is described in this document and executed for each system
with the FMECA worksheets. This risk analysis process is reviewed at the outset of the project by the
project team.

I1. Risk Identification and Analysis
The risk analysis is developed with FMECA worksheets by Columbia Power engineers.
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a) Each system engineer preliminarily identifies and assesses the risks applicable to that system, with
knowledge gained from industry experts through the design process

b) Multi-disciplinary team of engineers performs additional risk identification and analysis. This is a
collaborative process including engineers not directly involved in system design or development.

c) Industry experts (i.e. Maritime Markets Advisory Board (MMAB) members are solicited for
additional risk identification and analysis

I11. Review and approval

a) System owner peer review

b) Engineering management review and approval

c) Corporate review and approval

d) Iterative refinement of FMECA - steps Il and Il are repeated until all risk items have been
identified and risk reduced to an acceptable level. Design changes initiate further risk iterations.

IV. Final release
a) FMECA is used to guide engineering and operations

2 WECSYSTEM INFORMATION

The WEC is divided into systems and subsystems; for each major system and subsystem the system
engineer identifies risk items and performs a risk analysis using the standardized FMECA worksheet. The
systems are described with appropriate detail such that all parties can contribute to the risk analysis. The
system description can consist of the following information, as appropriate:

o List of system components and functions
System functional block diagram
Interface Control Documents (ICDs)
Redundancy level

Position and importance within WEC
Inputs and outputs (1/0) of system

©Oo0o0o0O0

This information is contained, or referenced, in the system Design Document.

3 FAILURE MODE, EFFECTS, AND CRITICALITY ANALYSIS (FMECA)

The FMECA is a bottom up analysis which uses a hierarchical approach starting at the lowest individual
failure mode and working up to the overall system effect. The analysis begins with the item failure mode
and causes. The failure is evaluated at all levels, from the component function to the end effect on the
system. Such effects may include a reduction in performance or need for maintenance and repair.

3.1 Definition of System Boundaries

The ICD describes and details the systems interfaces at the boundaries with other systems. In addition to
the ICD, a system functional block diagram or other relevant schematic shows interaction of the cascading
effects of failures across systems. Boundaries are defined by their input and output functions. Related
components that lie outside of a system boundary may be explicitly mentioned as excluded from the analysis
to ensure items are not overlooked. Components inside the system can be further analyzed with the use of
the functional block diagrams, P&ID or other relevant schematic.

3.2 Level of Analysis

The systems are broken down by function and components and assigned a level of hierarchy. The highest
level is defined by the system concept and its specified input and output requirements. Commercial off the
shelf (COTS) products used for their intended function are generally considered at a high level of maturity
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with respect to function. COTS components used in a novel manner, prototype components or
configurations are analyzed in more depth. These concepts are covered by the Technology Class ranking,
see [3] and [6]. Maintenance, repair, and operation (MRO) also contribute to a systems maturity level by
considering the effects of an associated failure.

3.3 System Functional Diagrams

System structures may be represented with functional block diagrams for internal system components and
with ICD diagrams for system interfaces as required. P&ID or other schematics may also serve the purpose.
System diagrams may be useful to show all series connections, redundancies, and functional
interdependencies.

3.4  System Commissioning, Initialization, Control, and MRO

The status of system and configurations during all operational modes should be specified, including system
commissioning, initialization, and MRO. Changes in the level of risk are analyzed with consideration of
minimum system performance for each operational mode. Specific requirements for minimum system
performance level are developed with accurate knowledge of the following:

o Duration of system function and time interval between operations.
Time allowed for corrective action before serious consequences.
Necessary personnel and interactions by operators.

Start-up, shut-down and transitional modes.

Control during operational phases.

MRO operations required.

Testing procedures to verification of operation.

O O0OO0OO0OO0O0

3.5 Failure Mode Determination

All operational modes should be considered when determining possible failure modes for a system or
component. For each system, different operating conditions and changes in configuration should be
specified. A failure in one particular operational mode and associated configuration may be more critical
than another.

A list of general failure modes should be considered for the determination of item failure modes, causes
and effects. The following topics are analyzed for the development of the general list of system failure
modes.

0 Use of the system.

Item, element, component or part of the system involved.
Configuration or mode of operation.

Operational prerequisites and specifications.

Time and space constraints.

Environmental stresses.

0 Operational stresses.

©Oo0oo0o0O0

Items from commercial suppliers should have identified failure modes, however if the manner of which the
product is used varies from normal, additional failure mode analysis is required. The method of failure,
resultant operational condition of the failure, and diagnostics available for the component should be
considered. The remedial actions for the failure of a component should be well understood for system
diagnostics and fault recovery.

3.6  Failure Causes

Failure modes may have multiple potential causes. The most likely failure cause(s) should be identified for
each failure mode. Identification and description of all failure causes is not always necessary. The level of
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description, identification and mitigation of each failure cause should be based on the severity of resultant
failure mode. The most severe failures modes would have the highest level of failure cause analysis.
Recommended mitigation actions are evaluated based on the level of risk. Common Cause Failures (CCFs)
are a typical part of the failure analysis. Some CCFs include software bugs, components ratings,
environmental conditions, interference, vibration, and human influence. Redundancy, identification of
common tests, and preventative maintenance are all used to overcome CCFs.

3.7  Failure Compensation Methods

Methods for failure compensation are identified as any means to prevent or reduce the effects of the failure
mode. Compensation ability is clearly described and recorded in the FMECA. Failure compensation should
consider the following methods:

0 Redundant items allow for continued operation in the case of the single failure.
Monitoring, alarms and detection methods to isolate and prevent high risk failures.
Alternate operational configurations or modes in case of failure.

Quality control

Scheduled inspection and maintenance

©Oo0oo0o

3.8 FMECA Worksheet

For each system an FMECA worksheet populated by the system engineer with peer reviewed risk
identification feedback from a multidisciplinary team of experts. The FMECA system risk items are added
to and analyzed by the group for each stage of the design development. As the design matures, each system
design change prompts additional risk analysis. The tables defining the rankings for occurrence and
severity, as well as the risk ranking, are shown in the Appendix — Occurrence, Severity and risk. This section
describes all FMECA table entries.

3.8.1 RiskID

The risk identifier is a serial number which starts with the subsystem number, with the number of the risk
item suffixed. For example, “0111-1" is the risk ID for the first risk identified for the specific subsystem
(0111) in the hull system (0100). The risk identifier allows for unique identification of all registered risk
items, as well as sorting by system and component.

3.8.2  Item Description
A description or name which describes the system or component entered for the risk analysis.

3.8.3 Function

Enter a description of the primary function(s) of the item with regards to the system or project. The functions
should match those identified in the Technology Assessment worksheet.

3.8.4 Technical Class

Identifies the novelty of the component in terms of the technology and the application. It is a numerical
value from 1 to 4 and should match the value in the Technology Assessment worksheet. Technology
Assessment framework, along with the description of technical class, is described in [3].

3.8.5 Novel Aspects
A brief description of the novel aspects of the technology and/or application. This should match what is
stated in the Technology Assessment worksheet.
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3.8.6 Failure Mode

Enter a general title for the basic failure (mode) of the item (i.e. snapped mooring line, seized bearing).
There can only be a single failure mode per line item

3.8.7 Failure Effects
List the failure effect(s) of failure mode for the item.

3.8.8 Failure Causes

Enter a potential cause for the failure mode. For each potential cause identified and registered, enter a new
line item for the item’s failure mode. The item description, function, technical class, novel aspects and
failure mode are duplicated for each new potential cause. Each cause has a separate risk, therefore a separate
line item. If a failure cause applies generically to all equipment or a group within a system or subsystem,
then that cause and mode are kept at the highest practical level of analysis and the severity is assumed to
be the worst-case possible severity and worst-case occurrence for those affects.

3.8.9 Initial Mode of Operation

State the initial mode of operation prior to the failure occurring. Different initial modes of operation have
different levels of risk. Add additional line items for other modes of operation as necessary.

3.8.10 Risk Reduction Design

Enter design techniques, methods and controls implemented to reduce the risk to the system or project
caused by the potential failure of the line item.

3.8.11 Preventative Detection

Enter what indicators there are of a potential item failure, the method of detecting the indicator, and the
means by which the failure is avoided, or failure effects are reduced, by either automatic or manual controls
or maintenance.

3.8.12 Post Failure Detection

Enter the method by with the failure and/or failure effects are detected after the failure has occurred. It is
desired to be able to detect and correctly identify an item failure with remote methods.

3.8.13 Post Failure MitigationStrategy (automated, manual)

Enter the method or strategy for repairing the failed item or reducing the failure effects once the failure has
occurred.

3.8.14 Occurrence

For a prototype the determination of probability of occurrence is a qualitative analysis where estimation is
based on engineering experience about known existing commercial systems. In most cases prototype failure
occurrence specifications are not readily available. It is important to consider the operational profile with
regards to environment, electrical, or mechanical stresses which contribute to the probability of occurrence.
The ranking of occurrence is shown in the Appendix in Table 1. The occurrence often correlates
exponentially to increased operational stresses. The probability can be estimated with consideration of the
following:

Component life testing data

Failure rate databases of field testing.

Failure data and rates from similar items

The life or time period for which the item is used
Environmental stresses

©Oo0oo0o0Oo
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o Engineering judgment

Engineering design and preventative detection that reduces the likelihood of failure is considered in
assigning an occurrence rating.

3.8.15 Severity

The severity rating is used to identify how serious the effects of a given failure mode are. The severity is
rated from insignificant to catastrophic (see Table 2 of the Appendix). The severity of a failure can affect
the system, environment, or humans in a number of ways, therefore severity is considered with regards to
four classes;

0 Human Safety
o0 Environment
0 Operation

0 Assets

Logistics and assets required for repair are considered in assigning severity ratings.

3.8.16 Risk Ranking

The risk ranking is based on the occurrence probability rating and the severity rating for the four classes of
severity. The risk ranking can be reduced by an engineering a design change which reduces the probability
of occurrence or reduces the severity of the failure. The risk rankings are presented as a look-up in Table 3
of the Appendix.

3.8.16.1 Intolerable (High)

Risk items with intolerable risk ranking are identified as having an unacceptable level of risk to the system
during the lifetime of the project. Intolerable risk rankings correlate to major, critical, and catastrophic
failures which have a more than moderate chance of occurring. Minor failures with a very high probability
of occurrence are also considered intolerable. Intolerable risk items are analyzed and engineered until a
lower risk status is achieved. For brevity, high is synonymous with intolerable.

3.8.16.2 Undesirable (Med)

Undesirable risk ranking is a lower level than intolerable and signifies failures which may or may not
require further engineering design changes to reduce the risk. All undesirable risk items are reviewed by
corporate and the design team to determine if further engineering action is required to mitigate risk. The
outcome of the review is documented on the FMECA worksheet including what engineering action will be
taken, if any. Some undesirable failures may be unavoidable or have solutions which are beyond the
project’s time and financial allowances. For brevity, medium (med) is synonymous with undesirable.

3.8.16.3 Tolerable (Low)

Tolerable risks are identified as having an acceptable level of risk to the system during the lifetime of the
project. Tolerable failures can be catastrophic in nature if there is only an extremely remote chance of
occurrence. Conversely, a failure with a very high probability may be tolerable if the resultant effects are
of very low significance. Risk items with a tolerable status require no further engineering design revisions
to improve their risk status. For brevity, low is synonymous with tolerable.

3.8.17 Recommended Actions

In this section describe engineering, design, maintenance, repair, or operational recommendations for the
risk reduction of the line item. Include suggestions for systems design, data acquisition, and research topics
which relate to the further reduction in risk. This column is optional; if no actions are recommended it can
be left blank.
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3.8.18 Responsible Party
Identify the party responsible for the risk reduction activities identified in “recommended actions”.

3.8.19 Actions Taken

This section lists the steps toward item risk reduction which have been completed since the initial line item
entry. The list of action items is a record of design changes or document additions to mitigate risk.

3.8.20 Updated Risk Ranking

If actions were taken to mitigate risk, an updated assessment of occurrence, severity and risk rankings is
documented here.

3.8.21 Recommended Actions (2"

If the updated risk ranking is undesirable or intolerable, a 2" set of risk reducing actions may be
recommended. If so, responsible party (2") and actions taken (2"%) are also documented.

3.8.22 Additional Updated Risk Ranking

If additional sets of actions were taken to mitigate risk, updated assessments of occurrence, severity and
risk rankings is documented here.

3.8.23 Status

The status column is for indicting whether a line item is open or closed. The status clearly indicates when
a decision to accept the level of risk and close the line item has been made.

3.8.24 Notes
Enter any questions, comments or uncertainties. Notes are looked at during design review.

3.9 Notification Guidance

The FMECA process occurs coincidentally with the design and development process. Notification and
guidance will consider time, resources, and scheduling to allow for proper and timely risk feedback into the
design process.

3.10 Review Process

The initial risk register item entry and review occurs iteratively with the design development. The
multidisciplinary team and system engineers populate items of risk and perform an analysis for each stage
of design development. Once the risks are documented and analyzed, an internal team review is performed.
Where appropriate, industry experts from outside of Columbia Power will be engaged for further review.

3.11 Reporting

In addition to the completed FMECA worksheets, the risk analysis process and results are documented in
the system Design Document.
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5 APPENDIX - OCCURRENCE, SEVERITY AND RISK
Use the following tables to complete FMECA worksheets for each system and topic

5.1 Occurrence
The expected annual failure rate of the identified failure mode is rated from 1 to 10.

Table 1 — Occurrence

Rating Occurrence Annual failure rate Return period [years]

1 Exceptionally unlikely to occur 0.0000100 100000
2 0.0000316 31600
3 Extremely unlikely to occur 0.000100 10000
4 0.000316 3160
5 Very unlikely to occur 0.00100 1000
6 0.00316 316

7 Rarely expected to occur 0.0100 100

8 0.0316 32

9 One or more during 20 yr lifetime 0.100 10
10 0.316 3

5.2  Severity

The severity of the failure effect is rated from 1 to 10, with respect to human safety, environment, WEC
operation and assets.

Table 2 — Severity

lasting disabilities)

costs) / disastrous effects

on the environment

for remainder of project,
complete failure

Rating Severity Human Safety Environment WEC Operation Assets
Lo Negligible injury, effect Negligible pollution or Negligible effect on _,
! Insignificant on health (e.g. band aid) no effect on environment performance Negligible
2 [1.5k USD]
Minor pollution / slight : _
. Minor injuries, health effect on environment Minor system Repal_rable In-situ, at next
3 Minor ; L - - maintenance interval
effects (e.g. stitches) (min disruption on degradation
Do [3k USD]
marine life)
Moderate injuries and/or Mode_rate system Repalrablt_a in-situ,
degradation (e.g. loss of outside maintenance
4 health effects (e.g. - A . :
broken bone) function, r_epalrable in- interval
situ) (1 day) [5k USD]
Limited levels of Repairable in-situ,
. pollution, manageable / outside maintenance
5 Major :
moderate effect on interval
environment (1 week) [15k USD]
Major system
6 degradation or loss of [25k USD]
operation for 1 month
Moderate pollution - -
. Hospitalization (with full (some clean-up costs) / Majo_r system Dry dock requued for
7 Critical recovery) Serious effect on degradation or loss of repair
y . operation for 3 months [50k USD]
environment
Critical system
8 degradation or loss of [150k USD]
operation for 6 months
Major pollution Failure to generate power
9 Catastrophic Hospitalization (with (significant clean-up Loss of device

[500k USD]
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5.3 Risk Ranking
The risk ranking is determined by using the following table. Low, Med and High risk rankings correlate to
Tolerable, Undesirable and Intolerable (see 3.8.16).

Table 3 — Risk rankings

Severity
Occ 1 2 3 4 5 6 7 8 9 10
10 Low Med Med Med Med High High High High High
9 Low Low Med Med Med Med High High High High
8 Low Low Low Med Med Med Med High High High
7 Low Low Low Low Med Med Med Med High High
6 Low Low Low Low Low Med Med Med Med High
5 Low Low Low Low Low Low Med Med Med Med
4 Low Low Low Low Low Low Low Med Med Med
3 Low Low Low Low Low Low Low Low Med Med
2 Low Low Low Low Low Low Low Low Low Med
1 Low Low Low Low Low Low Low Low Low Low
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